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the digital age, where rapid technological advancements and data-driven governance have intensified
ISSN: 2230-9578  concerns surrounding privacy and informational autonomy. It argues that while data protection

frameworks have evolved to address the growing capabilities of both state and non-state actors, their

effectiveness depends significantly on robust judicial intervention. Judicial oversight functions as a critical

volume 18 safeguard against executive overreach, ensuring that surveillance and data collection practices comply
with constitutional principles such as legality, necessity, and proportionality.

The paper develops a conceptual framework linking the right to privacy with judicial review, emphasizing

pp107-115 its recognition as a fundamental right, particularly in the Indian context following Justice K.S.

Puttaswamy v. Union of India. It further explores the theoretical foundations of judicial review in

April- 2026 gy ryejllance, grounded in the doctrines of separation of powers, rule of law, and limited government. The
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Revised: 28 Mar. 2026 Through a comparative perspective, the paper evaluates different models of judicial oversight across
jurisdictions, including the European Union, the United States, India, and Singapore, demonstrating
varying degrees of judicial engagement and effectiveness. It also identifies key challenges such as secrecy
Published: 30 April. 2026 in surveillance operations, technological complexity, executive dominance, and the “mosaic effect” of data

aggregation, all of which limit the efficacy of judicial scrutiny.
Despite these constraints, the judiciary has played a transformative role in shaping privacy jurisprudence
by recognizing fundamental rights, applying proportionality standards, and invalidating unconstitutional
surveillance practices. The paper concludes by proposing reforms, including mandatory judicial
authorization for surveillance and the strengthening of remedial mechanisms, to enhance accountability
and protect privacy in an increasingly data-driven society. Ultimately, it argues that judicial oversight
remains indispensable to maintaining the balance between state power and individual freedoms in
contemporary democratic governance.
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1 Introduction

The rapid proliferation of digital technologies and data-driven governance has
fundamentally transformed the relationship between individuals, the state, and private entities.
In an era where personal data has emerged as a valuable economic resource and a tool of
governance, concerns surrounding privacy, informational autonomy, and misuse of data have
become central to legal discourse. Data protection laws have consequently evolved as a
response to these challenges, aiming to regulate the collection, processing, storage, and
dissemination of personal information by both state and non-state actors. Within this regulatory
framework, judicial oversight assumes a pivotal role in ensuring that such laws are effectively
implemented and that individual rights are adequately safeguarded.*
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Historically, the development of data protection regimes can be traced to growing apprehensions about surveillance,
misuse of personal information, and the increasing capabilities of both governments and corporations to collect and
analyse data at unprecedented scales.
Early legislative efforts in Europe laid the foundation for modern data protection principles, which later influenced
jurisdictions worldwide.? In contemporary times, comprehensive frameworks seek to balance competing interests—
such as national security, economic innovation, and individual privacy—while establishing accountability mechanisms
for data handlers. However, the mere existence of statutory frameworks does not guarantee effective protection. The
enforcement and interpretation of data protection laws often depend significantly on the judiciary. Judicial oversight
acts as a critical safeguard against potential excesses by the state, including mass surveillance, unlawful interception of
communications, and disproportionate data collection practices. Courts scrutinise whether state actions conform to
constitutional guarantees, particularly the right to privacy, and apply principles such as legality, necessity, and
proportionality to determine the validity of such measures.?
Simultaneously, the rise of powerful non-state actors—especially technology companies, social media platforms, and
data aggregators—has expanded the scope of data protection concerns. These entities routinely process vast quantities
of personal data, often transcending national boundaries and regulatory jurisdictions. In many instances, they exercise
significant control over digital ecosystems, influencing access to information, economic participation, and even
democratic processes. Judicial oversight thus extends to ensuring that these organisations comply with statutory
obligations, respect user rights, and are held accountable for data breaches, misuse, or unfair practices.*
Furthermore, courts play a crucial role in shaping the normative contours of data protection laws. Through judicial
interpretation, ambiguities in legislation are clarified, and evolving concepts such as consent, purpose limitation, data
minimisation, and the right to be forgotten are given substantive meaning. In jurisdictions where legislative frameworks
are still developing or fragmented, the judiciary often acts as a catalyst for advancing data protection standards by
recognising privacy as a fundamental right and imposing obligations on both public and private actors.”
At the same time, the exercise of judicial oversight in the domain of data protection presents unique challenges. The
technical complexity of data ecosystems, the transnational nature of data flows, and the need to reconcile privacy with
competing interests such as security and innovation require courts to adopt a nuanced and informed approach.
Additionally, questions relating to jurisdiction, enforcement, and regulatory coordination further complicate the
effective implementation of judicial decisions.®
In this context, judicial oversight emerges not merely as a mechanism of review but as an essential pillar of data
governance. It ensures that both state and non-state actors operate within the bounds of law, reinforces accountability,
and upholds the fundamental right to privacy in the digital age. As data protection laws continue to evolve globally, the
role of the judiciary in interpreting, enforcing, and strengthening these frameworks remains indispensable to the
preservation of constitutional values and individual freedoms.’
Conceptual Framework: Privacy & Judicial Oversight
A. Right to Privacy as a Fundamental Right

The conceptual framework of privacy and judicial oversight occupies a central position within constitutional
law, human rights jurisprudence, and regulatory governance. In the contemporary digital era, personal data has emerged
as a valuable resource, intensifying the tension between individual privacy and the surveillance powers of both state
and non-state actors. This dynamic has necessitated the development of robust legal mechanisms to protect privacy
rights. Judicial oversight plays a critical role in this framework by acting as a safeguard against arbitrary intrusion,
ensuring that any interference with privacy is justified, lawful, and proportionate.®
Privacy, as a legal and philosophical concept, is inherently multidimensional. It encompasses informational privacy,
which relates to an individual’s control over personal data; decisional privacy, which protects autonomy in personal
choices; and physical privacy, which guards against bodily intrusions. The recognition of privacy as a fundamental
right in India, particularly through the landmark judgment in Justice K.S. Puttaswamy (Retd.) v. Union of India (2017),
marked a significant evolution in constitutional jurisprudence.® The Supreme Court affirmed that privacy is intrinsic to

2 Organisation for Economic Co-operation and Development (OECD), Guidelines on the Protection of Privacy and
Transborder Flows of Personal Data (1980); Directive 95/46/EC of the European Parliament and of the Council, 1995
0.J. (L 281) 31; Regulation (EU) 2016/679 (General Data Protection Regulation).

® K.S. Puttaswamy v. Union of India, (2017) 10 S.C.C. 1 (India); see also David Feldman, Civil Liberties and Human
Rights in England and Wales 562-65 (2d ed. 2002).

* Julie E. Cohen, Between Truth and Power: The Legal Constructions of Informational Capitalism 6772 (2019).

® Google Spain SL v. Agencia Espafiola de Proteccion de Datos, Case C-131/12, ECLI:EU:C:2014:317; Justice K.S.
Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1.

® Paul M. Schwartz & Karl-Nikolaus Peifer, Transatlantic Data Privacy Law, 106 Geo. L.J. 115, 12025 (2017).

" Christopher Kuner et al., The EU General Data Protection Regulation (GDPR): A Commentary 3-6 (2020).

& See Alan F. Westin, Privacy and Freedom 713 (1967).

® Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 S.C.C. 1, 497-98 (India).
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the right to life and personal liberty under Avrticle 21, linking it closely with human dignity, autonomy, and freedom.*
Internationally, privacy is recognized as a fundamental human right under instruments such as the Universal
Declaration of Human Rights, the International Covenant on Civil and Political Rights, and the European Convention
on Human Rights, reflecting its universal significance.

The evolution of privacy jurisprudence demonstrates a shift from traditional notions of protection against physical
intrusion to a broader framework encompassing data protection and digital autonomy. Earlier legal frameworks
primarily focused on safeguarding individuals from direct, tangible intrusions into their private spaces. However, with
the advent of digital technologies, the scope of privacy has expanded significantly to include concerns related to data
collection, storage, processing, and dissemination. Legal systems across the world now increasingly address issues such
as surveillance regulation, algorithmic decision-making, and data governance. This transformation underscores the need
for a dynamic legal framework capable of responding to the complexities of modern technological advancements,
including artificial intelligence and big data analytics.**

Judicial oversight, within this context, refers to the authority exercised by courts to supervise and review the actions of
the executive and legislative branches to ensure compliance with constitutional and legal standards. It encompasses
mechanisms such as judicial review, warrant requirements, authorization and monitoring of surveillance activities, and
adjudication of disputes involving privacy violations. Judicial oversight serves as an essential check on the exercise of
power, particularly in areas where the risk of abuse is high, such as state surveillance and data collection. By requiring
adherence to established legal procedures and principles, courts help maintain the balance between state interests and
individual rights.

The exercise of judicial oversight in matters of privacy is guided by well-established constitutional principles,
including legality, legitimate aim, necessity, and proportionality. The principle of legality requires that any restriction
on privacy must have a clear and accessible legal basis. The requirement of a legitimate aim ensures that state actions
are directed toward objectives such as national security, public order, or the protection of the rights of others. The
principle of necessity mandates that the measures adopted must be essential to achieve the intended objective, while
proportionality requires that the extent of interference with privacy must not exceed what is necessary. These
principles, articulated in the Puttaswamy judgment, align closely with international human rights standards and provide
a structured framework for evaluating state action.*

The judiciary plays a transformative role in the protection of privacy by interpreting constitutional provisions,
recognizing emerging dimensions of privacy, and ensuring accountability of both state and non-state actors. Courts
have intervened in various contexts, including cases of unauthorized surveillance, phone tapping, biometric data
collection, and misuse of personal information, to uphold the fundamental right to privacy.*®> Through such
interventions, the judiciary not only enforces existing legal protections but also contributes to the development of
privacy jurisprudence by adapting legal principles to new technological realities.

In the digital age, the scope and complexity of judicial oversight have expanded significantly. The proliferation of mass
surveillance technologies, cross-border data flows, and the dominance of private technology companies in data
processing have introduced new challenges. Courts are increasingly required to address issues involving algorithmic
transparency, data localization, and the regulation of digital platforms. The technical nature of these issues often poses
difficulties for judicial institutions, highlighting the need for greater expertise and institutional capacity to effectively
adjudicate such matters.*

A comparative analysis of different jurisdictions reveals diverse approaches to judicial oversight in privacy
matters. The European Union, for instance, has established a comprehensive data protection regime under the General
Data Protection Regulation, supported by independent supervisory authorities and strong judicial remedies.”® The
United States adopts a sectoral approach to privacy regulation, with judicial oversight playing a significant role in
surveillance matters, particularly through specialized courts such as the Foreign Intelligence Surveillance Court.'®
India’s framework is still evolving, with constitutional courts playing a central role in shaping privacy rights and
regulatory mechanisms. Singapore, on the other hand, follows a more regulatory approach with structured but relatively
limited judicial intervention.” These variations reflect differing legal traditions, institutional structures, and policy
priorities.

191d. at 298-300.

" See Paul M. Schwartz & Daniel J. Solove, The Pll Problem: Privacy and a New Concept of Personally Identifiable
Information, 86 N.Y.U. L. Rev. 1814, 1816-18 (2011).

1 Puttaswamy, (2017) 10 S.C.C. at 325-27.

B see People’s Union for Civil Liberties v. Union of India, (1997) 1 S.C.C. 301, 307-08 (India).

% see Julie E. Cohen, What Privacy Is For, 126 Harv. L. Rev. 1904, 1906-08 (2013).

!> Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 (General Data Protection
Regulation), 2016 0.J. (L 119) 1.

'® Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. §§ 1801—-1885c.

7 personal Data Protection Act 2012 (No. 26 of 2012) (Sing.).
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Despite its importance, judicial oversight faces several challenges that may limit its effectiveness. These
include information asymmetry between the judiciary and executive agencies, delays in judicial processes, limited
technical expertise in handling complex digital issues, and the inherent secrecy associated with surveillance activities.
Additionally, courts often struggle to strike an appropriate balance between national security concerns and the
protection of civil liberties. These challenges underscore the need for continuous reform and adaptation of judicial
mechanisms to ensure effective protection of privacy rights.*®
In conclusion, the conceptual framework of privacy and judicial oversight highlights the indispensable role of the
judiciary in safeguarding fundamental rights in an increasingly data-driven society. Judicial oversight acts as a critical
check on the exercise of power by both state and non-state actors, ensuring that privacy is not compromised without
adequate justification. However, the effectiveness of this framework depends on its ability to evolve in response to
technological advancements and emerging challenges. Strengthening judicial capacity, enhancing transparency, and
fostering greater accountability will be essential to maintaining the delicate balance between privacy and governance in
the digital age.

B. Judicial Oversight Defined

Building upon the conceptual framework of privacy and its constitutional significance, judicial oversight may
be understood as the institutional mechanism through which courts supervise, review, and, where necessary, restrain the
exercise of power by the state and, increasingly, by non-state actors in order to safeguard fundamental rights, including
the right to privacy. At its core, judicial oversight embodies the principle of constitutionalism, ensuring that all actions
affecting individual liberties are subject to the rule of law. It operates as a counter-majoritarian check, preventing
arbitrary or excessive interference with privacy by requiring that such actions conform to established legal standards
and constitutional guarantees.*
Judicial oversight is most prominently exercised through the doctrine of judicial review, which empowers courts to
examine the legality and constitutionality of legislative and executive measures. In the context of privacy, this function
becomes particularly significant, as state actions such as surveillance, data collection, and interception of
communications often occur under claims of national security or public interest. Courts, therefore, act as arbiters to
determine whether such actions are justified and whether they adhere to the principles of legality, necessity, and
proportionality. ?°In India, this role has been constitutionally entrenched, with the judiciary asserting its authority to
review state actions that infringe upon fundamental rights under Part I11 of the Constitution.?
A key dimension of judicial oversight lies in its procedural safeguards, particularly the requirement of prior
authorization, often in the form of warrants, for intrusive state actions. This requirement ensures that an independent
judicial authority evaluates the necessity and legality of surveillance measures before they are undertaken. Comparative
jurisprudence, especially in jurisdictions such as the United States, demonstrates the importance of judicial
authorization in maintaining a balance between security interests and individual rights, as seen in the functioning of
courts under the Foreign Intelligence Surveillance Act.?* Similarly, in India, judicial guidelines have been developed to
regulate interception and surveillance, emphasizing procedural fairness and accountability.*®
Judicial oversight also extends beyond ex ante authorization to include ex post review and remedies. Courts provide
avenues for individuals to challenge violations of their privacy rights and seek redress. This remedial function is critical
in ensuring accountability, as it allows for the scrutiny of state actions after they have been carried out. The availability
of constitutional remedies, such as writ petitions, reinforces the protective role of the judiciary and ensures that
violations of privacy do not go unchecked.
In the digital era, the scope of judicial oversight has expanded to address the complexities of data-driven governance
and private sector involvement in data processing. Courts are increasingly required to examine not only state actions
but also the conduct of corporations that collect, store, and process vast amounts of personal data. This shift reflects a
broader understanding of privacy as a right that must be protected against both public and private encroachments.
Consequently, judicial oversight now encompasses issues such as data protection compliance, algorithmic
accountabgiity, and cross-border data transfers, requiring courts to engage with complex technological and regulatory
questions.

Despite its centrality, judicial oversight is not without limitations. Structural constraints, such as delays in
judicial processes, limited access to classified information, and the technical complexity of modern surveillance

'® See David Cole & Federico Fabbrini, Bridging the Transatlantic Divide? The United States, the European Union, and
the Protection of Privacy Across Borders, 14 Int’l J. Const. L. 220, 225-27 (2016).

¥ see Marbury v. Madison, 5 U.S. (1 Cranch) 137, 177-78 (1803).

2% See Aharon Barak, Proportionality: Constitutional Rights and Their Limitations 131-35 (2012).

> INDIA CONST. arts. 13, 32.

*? Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. §§ 1801—-1885c.

23 people’s Union for Civil Liberties v. Union of India, (1997) 1 S.C.C. 301, 307-08 (India).

** people’s Union for Civil Liberties v. Union of India, (1997) 1 S.C.C. 301, 307-08 (India).
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systems, may hinder effective oversight. Moreover, excessive reliance on judicial mechanisms alone may not suffice in
addressing systemic issues, thereby necessitating complementary institutional safeguards such as independent
regulatory authorities and legislative frameworks.”® Nevertheless, judicial oversight remains a cornerstone of
democratic governance, providing an essential check on the exercise of power and ensuring that privacy, as a
fundamental right, is meaningfully protected.

In sum, judicial oversight can be defined as a dynamic and evolving mechanism that operates at the intersection of law,
governance, and technology. It serves not only as a means of enforcing legal limits on state action but also as a
normative framework that shapes the development of privacy jurisprudence. As the challenges posed by digital
technologies continue to evolve, the role of judicial oversight will become increasingly critical in maintaining the
balance between individual rights and collective interests.

Theoretical Underpinnings Of Judicial Review In Surveillance

Judicial oversight of State surveillance is fundamentally grounded in the constitutional doctrine of separation of
powers, which seeks to prevent the concentration of authority in any single branch of government.’®Surveillance
powers, due to their intrusive nature, enable access to personal data and private communications, thereby posing
significant risks to civil liberties if left unchecked.?” Within this framework, the judiciary operates as a counter-
majoritarian institution, ensuring that executive actions do not violate fundamental rights.?

At its core, judicial review reflects a commitment to the rule of law, which mandates that all State actions must be
authorized by law, guided by clear standards, and subject to independent scrutiny. Surveillance occupies a delicate
space between national security interests and individual liberties. While governments justify surveillance on grounds
such as public order and crime prevention, these objectives cannot override constitutional protections of privacy and
autonomy.? Judicial oversight ensures that such measures are exercised within legal limits rather than arbitrary
discretion.

The theoretical basis for judicial intervention also stems from the principle of limited government. In constitutional
democracies, State power is constrained by fundamental rights. Surveillance represents one of the most powerful tools
available to the State, capable of revealing intimate details about individuals’ lives, associations, and beliefs.*® Without
judicial control, these powers may be misused for arbitrary or political purposes, thereby undermining democratic
governance. Courts thus play a crucial role in maintaining a balance between State interests and individual freedoms.

A central feature of this framework is the requirement of ex ante authorization, which involves prior judicial approval
before surveillance measures are undertaken. This is widely regarded as the “gold standard” in democratic systems
because it prevents unlawful intrusion before it occurs.® The rationale lies in the irreversible nature of privacy
violations—once personal data is accessed, the harm cannot be undone.®? Judicial pre-authorization ensures that
surveillance complies with the principles of legality, necessity, and proportionality.

Complementing this is the concept of ex post accountability, which involves retrospective review of surveillance
practices.®® Such mechanisms evaluate whether surveillance activities adhere to legal standards and provide remedies in
cases of abuse. Together, ex ante and ex post controls form a comprehensive oversight framework that balances
preventive and corrective functions.

The doctrine of proportionality further strengthens judicial oversight by requiring that any interference with
fundamental rights must pursue a legitimate aim, be necessary, and maintain a balance between competing interests.**
Courts rely on this principle to assess the justification of surveillance measures. Similarly, the concept of informational
self-determination, developed in German constitutional law, emphasizes an individual’s right to control personal data.*
Surveillance practices, especially mass data collection, challenge this principle, making judicial safeguards essential.
The digital era has also given rise to the “panoptic effect” of surveillance, a concept derived from Michel Foucault’s
analysis of disciplinary societies.*® The panoptic effect refers to the psychological impact of constant surveillance,

%> See David Cole & Federico Fabbrini, Bridging the Transatlantic Divide? The United States, the European Union, and
the Protection of Privacy Across Borders, 14 Int’l J. Const. L. 220, 225-27 (2016).

2 M.J.C. Vile, Constitutionalism and the Separation of Powers 13—14 (2d ed. 1998).

*’ David Lyon, Surveillance Society: Monitoring Everyday Life 3-5 (2001).

2% Alexander M. Bickel, The Least Dangerous Branch 16-17 (1962).

?° Lon L. Fuller, The Morality of Law 33-38 (1964).

%0 Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1, 9 180.

LAV Dicey, Introduction to the Study of the Law of the Constitution 110 (10th ed. 1959).

32 Shoshana Zuboff, The Age of Surveillance Capitalism 94-95 (2019).

%3 Orin S. Kerr, The Fourth Amendment and New Technologies, 102 Mich. L. Rev. 801, 805 (2004).
**1d. at 808.

** Daniel J. Solove, A Taxonomy of Privacy, 154 U. Pa. L. Rev. 477, 488 (2006).

* Michel Foucault, Discipline and Punish: The Birth of the Prison 195-228 (1977).
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wherein individuals modify their behavior due to the perception of being watched.*'This chilling effect has significant
implications for fundamental freedoms, including freedom of expression and association.®® Judicial oversight is
essential to mitigate this effect by imposing limits on surveillance practices and ensuring transparency and
accountability.

Institutional independence is another critical dimension. Courts must remain free from executive influence and
possess the expertise to evaluate complex surveillance technologies.**Specialized bodies, such as intelligence courts,
attempt to institutionalize oversight, though concerns about secrecy remain.*

Judicial oversight also plays a key role in preserving democratic accountability by preventing the misuse of
surveillance for political purposes, such as targeting journalists or opponents. However, emerging technologies like
artificial intelligence and big data analytics pose new challenges, requiring courts to adapt their approaches.

Finally, issues of transparency and globalization complicate oversight mechanisms. While transparency is essential for
accountability, national security concerns often limit disclosure.**Additionally, cross-border data flows necessitate
international cooperation and harmonized legal standards.*?

In conclusion, judicial review in surveillance is anchored in constitutional principles, human rights norms, and evolving
technological realities. It remains an indispensable safeguard to ensure that surveillance powers are exercised in
accordance with the rule of law and democratic values.

Challenges to Judicial Oversight and Role of Courts In Protecting Privacy

Judicial oversight, while indispensable to the protection of privacy in a data-driven society, faces several

structural and functional challenges that limit its effectiveness. One of the foremost challenges is the inherent secrecy
associated with surveillance operations. Surveillance activities are often conducted under the justification of national
security and are therefore classified, restricting the ability of courts to engage in meaningful scrutiny. This secrecy
creates a significant asymmetry of information between the executive and the judiciary, as courts frequently rely on
limited or selectively disclosed information provided by state agencies.”® In many jurisdictions, including the United
States, surveillance authorization proceedings—such as those before the Foreign Intelligence Surveillance Court—are
conducted ex-parte and in camera, thereby undermining adversarial testing and reducing judicial accountability.*
Furthermore, secrecy prevents individuals from becoming aware of violations of their privacy rights, thereby
weakening the remedial function of judicial oversight and limiting access to justice.
Another critical challenge arises from the technological complexity of modern surveillance systems. As highlighted in
the conceptual framework, contemporary data ecosystems involve advanced technologies such as artificial intelligence,
big data analytics, algorithmic profiling, and encryption mechanisms.”> Courts often lack the technical expertise
necessary to fully understand and evaluate these systems, which can result in excessive judicial deference to executive
authorities. The complexity of metadata analysis, algorithmic decision-making, and predictive surveillance makes it
difficult for courts to effectively apply established constitutional principles such as necessity and proportionality.“® This
challenge is particularly acute in developing jurisdictions, where institutional capacity and access to technical expertise
remain limited. Although some legal systems have attempted to address this gap through the use of expert witnesses or
specialized tribunals, the judiciary’s ability to keep pace with rapidly evolving technologies continues to be a matter of
concern.

A further limitation on judicial oversight is the dominance of the executive in surveillance authorization
processes. Despite the theoretical requirement of independent judicial review, in practice, many surveillance regimes
remain largely controlled by executive authorities.*” In India, for instance, interception orders are primarily issued by
executive officials, with judicial oversight being indirect or post facto in nature.*® This concentration of power

%7 1d. at 201.

*% Neil M. Richards, The Dangers of Surveillance, 126 Harv. L. Rev. 1934, 1935 (2013).

*%1d. at 125.

40 Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1803.

“11d. 9 326.

42 Bundesverfassungsgericht [BVerfG] [Federal Constitutional Court], Dec. 15, 1983, 65 Entscheidungen des
Bundesverfassungsgerichts [BVerfGE] 1 (Ger.).

** David Cole & Federico Fabbrini, Bridging the Transatlantic Divide? The United States, the European Union, and the
Protection of Privacy Across Borders, 14 Int’l J. Const. L. 220, 225-27 (2016).

* Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1803 (2018).

** Julie E. Cohen, What Privacy Is For, 126 Harv. L. Rev. 1904, 1906-08 (2013).

*® Orin S. Kerr, The Fourth Amendment and New Technologies: Constitutional Myths and the Case for Caution, 102
Mich. L. Rev. 801, 805-08 (2004).

*” Aharon Barak, Proportionality: Constitutional Rights and Their Limitations 131-35 (2012).

*® people’s Union for Civil Liberties v. Union of India, (1997) 1 S.C.C. 301, 307-08 (India).
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undermines the doctrine of separation of powers, which forms the theoretical foundation of judicial review. When the
executive both initiates and authorizes surveillance measures, the risk of arbitrary or disproportionate interference with
privacy increases significantly. Even in systems where judicial approval is formally required, courts may function as
“rubber stamps” due to reliance on executive submissions, lack of adversarial proceedings, and institutional pressures
related to national security concerns.

The “mosaic effect” presents an additional and uniquely modern challenge to judicial oversight. This concept
recognizes that seemingly innocuous pieces of data, when aggregated, can reveal highly sensitive and comprehensive
information about an individual’s life.** Traditional legal frameworks tend to evaluate privacy intrusions based on
isolated data points, thereby failing to account for the cumulative impact of data aggregation. However, in the digital
age, the aggregation of metadata, location data, and communication records can enable the reconstruction of personal
habits, relationships, beliefs, and even political affiliations.*® Courts may therefore underestimate the extent of privacy
violations when assessing surveillance measures, particularly when each individual act of data collection appears
minimal or justified. This necessitates a shift toward a more holistic understanding of privacy that considers the
inferential and cumulative power of modern data systems.

Despite these challenges, courts have played a transformative role in protecting privacy and shaping data protection
jurisprudence. One of the most significant contributions of the judiciary has been the recognition of privacy as a
fundamental right. In India, the landmark judgment in Justice K.S. Puttaswamy (Retd.) v. Union of India firmly
established that the right to privacy is intrinsic to the right to life and personal liberty under Article 21 of the
Constitution.®® Similarly, international jurisprudence, particularly within the European Union, recognizes privacy as a
fundamental human right under Articles 7 and 8 of the Charter of Fundamental Rights.>? This constitutional recognition
provides the normative foundation for judicial intervention and strengthens the ability of courts to review legislative
and executive actions that infringe upon privacy.

Courts have also played a crucial role in operationalizing privacy protection through the application of the doctrine of
proportionality. This doctrine requires that any interference with privacy must satisfy the tests of legality, legitimate
aim, necessity, and proportionality stricto sensu.>® As articulated in Puttaswamy, these principles provide a structured
framework for evaluating the validity of state action.>* Comparative jurisprudence further illustrates the importance of
proportionality in limiting excessive surveillance. For instance, in Digital Rights Ireland Ltd. v. Minister for
Communications, the Court of Justice of the European Union invalidated the Data Retention Directive on the ground
that it entailed a disproportionate interference with fundamental rights.> The application of proportionality thus ensures
that state actions are not only legally authorized but also substantively justified.

In addition, courts have actively exercised their power of judicial review to strike down unconstitutional laws and
practices that violate privacy rights. Judicial intervention has led to the invalidation of blanket data retention regimes,
unlawful interception practices, and disproportionate surveillance measures across various jurisdictions. In India, courts
have issued guidelines regulating telephone tapping and surveillance in order to ensure procedural safeguards and
accountability.”® Such interventions demonstrate the judiciary’s role as a guardian of fundamental rights and as a
corrective mechanism against executive overreach.

Judicial activism has further contributed to the expansion of privacy jurisprudence, particularly in jurisdictions such as
India and the European Union. Courts have not only interpreted existing laws but have also developed new principles
and rights, such as the right to be forgotten and informational self-determination.” This proactive role has been
especially important in contexts where legislative frameworks are incomplete or evolving. However, judicial activism
also raises important questions regarding institutional competence and democratic legitimacy, particularly when courts
engage in policy-making functions traditionally reserved for the legislature. Nevertheless, in the absence of
comprehensive regulatory frameworks, judicial intervention remains a crucial mechanism for advancing privacy
protection in the digital age.

In conclusion, while judicial oversight remains a cornerstone of data protection and privacy governance, its
effectiveness is constrained by challenges such as secrecy, technological complexity, executive dominance, and the
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mosaic effect. At the same time, courts have played a pivotal role in recognizing privacy as a fundamental right,
applying proportionality standards, and invalidating unconstitutional practices. Strengthening judicial capacity,
enhancing transparency, and adapting legal doctrines to technological realities will be essential to ensuring that judicial
oversight continues to serve as an effective safeguard for privacy in an increasingly data-driven world.>®

Reforms and Recommendations

1. Mandatory Judicial Authorization for Surveillance

Building upon the conceptual and doctrinal framework outlined in the paper, mandatory judicial authorization emerges
as a cornerstone of effective privacy protection. Surveillance powers, by their very nature, involve deep intrusions into
personal liberty, informational autonomy, and dignity. As discussed, the recognition of privacy as a fundamental right
under Justice K.S. Puttaswamy v. Union of India establishes that any State interference must satisfy the tests of legality,
necessity, and proportionality.

Mandatory judicial authorization operationalizes these constitutional principles at the ex ante stage, ensuring that
surveillance is not undertaken solely at the discretion of the executive. The paper highlights that in India, surveillance
authorization is largely executive-driven, with only limited or indirect judicial involvement. This creates a structural
imbalance that weakens the doctrine of separation of powers and increases the risk of arbitrary or disproportionate
surveillance.

Introducing a system of prior judicial warrants would address this concern by requiring an independent and neutral
authority to assess:

o whether there is a legitimate aim (e.g., national security),

o whether surveillance is necessary, and

o whether less intrusive alternatives are available.

Comparative jurisprudence strengthens this recommendation. In jurisdictions like the United States, judicial
authorization under the Foreign Intelligence Surveillance Act represents an institutional attempt—albeit imperfect—to
subject surveillance to independent scrutiny. Similarly, European jurisprudence emphasizes prior authorization as a
safeguard against indiscriminate data retention and mass surveillance.

Furthermore, the irreversible nature of privacy violations underscores the importance of preventive safeguards. Once
personal data is accessed or intercepted, the harm cannot be undone. Therefore, ex ante judicial control is not merely
procedural but substantive—it prevents violations before they occur.

In the digital age, where surveillance includes metadata analysis, algorithmic profiling, and real-time interception,
mandatory judicial authorization must also evolve to include:

e specialized judicial benches or courts,

e technical expert assistance, and

e clear statutory standards for granting warrants.

Thus, mandatory judicial authorization represents the most effective mechanism to translate constitutional guarantees
into enforceable protections against surveillance excesses.

2. Strong Remedies for Violations
While ex ante safeguards are critical, they must be complemented by robust ex post remedies to ensure accountability
and deterrence. The paper emphasizes that judicial oversight is incomplete without effective remedial mechanisms that
allow individuals to challenge violations of their privacy rights.
One of the major challenges identified is that secrecy in surveillance often prevents individuals from even becoming
aware that their rights have been violated. This significantly weakens access to justice and undermines the remedial
function of courts. Therefore, strengthening remedies requires both procedural and substantive reforms.
First, courts must ensure the availability of accessible legal remedies, including:

e constitutional writ petitions,

e statutory claims under data protection laws, and

e civil actions for damages.
Second, remedies must be effective and dissuasive, not merely symbolic. This includes:

e compensation for privacy violations,

e injunctions against unlawful surveillance practices, and

e deletion or correction of unlawfully collected data.
Comparative experience, particularly from the European Union, demonstrates that strong remedial frameworks—
supported by judicial enforcement—play a crucial role in ensuring compliance with data protection norms. Judicial
invalidation of disproportionate surveillance laws, as seen in cases like Digital Rights Ireland, reflects the power of
remedies in shaping state behaviour.

>% Christopher Kuner et al., The EU General Data Protection Regulation (GDPR): A Commentary 3—6 (2020).
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Third, remedies must extend to non-state actors, especially technology companies and data processors. As highlighted
in the paper, private entities increasingly exercise significant control over personal data and digital ecosystems. Judicial
oversight must therefore ensure that these entities:

o adhere to data protection principles,

e are held liable for breaches, and

e provide effective redress to affected individuals.
Additionally, innovative remedial mechanisms may be introduced, such as:

o class actions for data breaches,

e public interest litigation in cases of mass surveillance, and

¢ independent complaint redressal mechanisms supervised by courts.
Finally, transparency is essential for effective remedies. Post-surveillance notification (subject to security limitations)
can empower individuals to seek redress and strengthen accountability.
In essence, strong remedies serve a dual function: they vindicate individual rights and deter future violations. Without
meaningful consequences for unlawful surveillance, judicial oversight risks becoming purely formal rather than
substantive.

Conclusion
Judicial oversight stands at the heart of privacy protection in the digital age, functioning as a critical safeguard

against the expanding powers of both state and non-state actors. As the paper demonstrates, the evolution of data
protection laws and privacy jurisprudence reflects an ongoing effort to balance competing interests—national security,
technological innovation, and individual autonomy.
Comparative and empirical analysis reveals a clear pattern: jurisdictions with robust judicial mechanisms provide
stronger protection against surveillance abuse. The European Union’s rights-based framework, supported by active
judicial intervention, has consistently curtailed disproportionate surveillance practices. Similarly, constitutional courts
in India have played a transformative role by recognizing privacy as a fundamental right and developing doctrinal
safeguards such as proportionality.
At the same time, the challenges identified—secrecy, technological complexity, executive dominance, and the mosaic
effect—nhighlight that judicial oversight is not static. It must continuously adapt to evolving technological realities. The
rise of artificial intelligence, big data analytics, and cross-border data flows has significantly expanded the scope of
surveillance, making traditional legal frameworks increasingly inadequate.
In this context, strengthening judicial oversight requires a multi-dimensional approach, including:

e institutional reforms (e.g., specialized courts),

e procedural safeguards (e.g., prior authorization), and

e substantive protections (e.g., strong remedies and accountability mechanisms).
Ultimately, judicial oversight is not merely a legal mechanism but a normative commitment to constitutionalism and
the rule of law. It ensures that power—whether exercised by the state or private entities—remains accountable,
transparent, and subject to legal limits.
As digital technologies continue to reshape society, the role of the judiciary will become even more critical.
Strengthening judicial oversight is therefore essential not only for protecting privacy but also for preserving democratic
values, individual dignity, and fundamental freedoms in an increasingly data-driven world.
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